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Use behavioral 
biometric analytics to 
stop student cheating.
Deterrence and enforcement.
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BSI is EDU and more…

100M+ 
Identity


Validations

10M+ 
Remote 

Assessments

2.5M+ 
Courses  
Managed

1M+ 
Active


Candidates

2007 
EST

2 
Patents

240 
Customers

44 
Claims

Behavioral biometrics cybersecurity hardened 
software & proctoring solutions for academia.
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• Forms of cheating 

• Cheating and its impact on academia

• How does cheating flourish?

• Regulations and institution liability

• Deterrence and enforcement

• Attribution & behavioral biometrics

• Analytics 

• The “find out” phase

Agenda
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Forms of cheating

Fraud Impersonators
Financial Student 

Aid
Online Paid 

Proxies



What is the magnitude of the 
problem?



Financial aid fraud
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Financial aid fraud is material

Fraud

18 Million 
Students

Appropriated Budget

“It’s all about the money”
$120 Billion 

Dollars

Apply Yearly



BSI

9

Financial aid fraud is material

Fraud

“It’s all about the money”

STOLEN Yearly

$6 Billion 
Dollars



BSI

10

Financial aid fraud is material

Fraud

“It’s all about the money”

STOLEN Yearly

$6 Billion 
Dollars

Community 
Colleges



Impersonators
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Impersonators are a business

Cheating

Global Industry

“It’s all about the money”

$Multi-Billion
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Impersonators are a business

Cheating

Global Industry

“It’s all about the money”

$Multi-Billion



And the volume



31M students 
cheating globally



3.2M students 
cheating in the U.S.



What does this mean?



Cheating

If you can’t recognize the “mark” at the table…
TAG - You are “it”
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Impact of cheating
Beyond the financial impact on society, 
academic cheating compromises the 
brand of the institution, erodes trust on 
degrees conferred, and in the worst cases 
allows unqualified graduates to discharge 
their duties at the expense of public safety.

STOP 
CHEATING!
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How does cheating flourish?

• Weak “Identity” regulations 
• Dark web resources 
• YouTube tutorials 
• Lone actors 
• Organized crime 
• AI/ML Crime - BOTS
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Critical regulations to observe…

34 CFR §602.17(g)(h)

Real 
Students

Correct 
Students



Deterrence and enforcement
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• Deterrence

• “The juice is not worth the squeeze”


• Enforcement

• “You broke it; you bought it”

Stopping cheating

• 1:1 Unbreakable identity attribution 
• Persistent course validation 
• ML real-time behavioral analytics 
• Forensic global analytics 
• Revised regulations & enforcement 
• Enforceable code of ethics
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Stopping cheating

ATTRIBUTION

To stop cheating we must have 
strong attribution of action, so that 
regulations can be proactively and 
retroactively enforced. 

The former prevents the infraction, 
the latter deters the intent to cheat.
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“Creating” attribution
• You MUST have a 1:1 unbreakable bond 

between the digital data (avatar) and the 
real human.


• You must validate the bond between 
avatar and human frequently and 
persistently when testing or educating 
online.

34 CFR §602.17(g)(h)

The “coolest” analytics are 
unenforceable unless you 
have unbreakable attribution.


Behavioral biometric 
credentials give you this 1:1 
bond.



Behavioral analytics
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Stopping BOTS
• Examples

• Fake students enrolling for class

• Fake financial aid claims


• Tells

• Bursty behavior

• Synchronized behavior

• “Flash” agility and speed

• Persistent behavior from multiple 

locations

Deterrence
Enforcement
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Stopping BOTS - 2
• Examples

• Fake students enrolling for class

• Fake financial aid claims


• Tells

• Bursty behavior

• Synchronized behavior

• “Flash” agility and speed

• Persistent behavior from multiple 

locations

Deterrence
Enforcement
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Stopping “lawyers”
• Examples

• “I can’t log in…”

• “My [tech] doesn’t let me…”

• “I have an excuse”


• Tells

• Incomplete sessions - no tries

• Only one profile attempt

• Look for accommodation w/o trying

Deterrence
Enforcement
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Impersonators - Lone wolfs
• Examples

• Relative / sibling / friend


• Tells

• Know ID and password but:

• Visually different

• Different IP address

• Log in at a-typical times


• Resets the passwords back and 
forth

• A to B

• B back to A Deterrence

Enforcement

Examples of “users” entering the password in the incorrect sequence
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Impersonators - Lone wolfs - 2
• Examples

• Relative / sibling / friend


• Tells

• Know ID and password but:

• Visually different

• Different IP address

• Log in at a-typical times


• Resets the passwords back and 
forth

• A to B

• B back to A Deterrence

Enforcement
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Impersonators - Cheater farms
• Examples

• Website / Job board posted


• Tells

• Single IP address linked to several 

reset IDs

• Multiple IP addresses linked to a 

block of IDs or a single exam

• Recurrent non-sensical locations on 

courses over a period of time

• Recurrent courses / professors 

linked to non-sensical locations and 
blocks of IDs Deterrence

Enforcement

It is not uncommon for an IP 
address to be used multiple 
times by the same user.


It is absolutely uncommon to 
have dozens and hundreds of 
attempts from different users or 
different MAC addresses from 
the same course, exam….
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Impersonators - Family members
• Examples

• Twins / similar looking siblings

• Parents or close relatives


• Tells

• Same IP address and course 

progress at odd times.

• Concurrent sessions from 

geographically different locations 
and / or IP addresses. 

Deterrence
Enforcement

It is not uncommon for an IP 
address to be used multiple 
times by the same user.


It is physically impossible to be 
in two places at the same time 
OR to “stargate” from one end of 
the world to the other in 
seconds…


It is also highly suspect to be 
taking courses and exams 
“around the clock”
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Impersonators - Family members - 2
• Examples

• Student grows second head

• Speaking like a ventriloquist


• Tells

• Visual cues of multiple people in 

room.

• Drifting eyes to non-sensical locale

• Registrable audio w/o lip motion 

Deterrence
Enforcement
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Impersonators - Chat GPT / Web
• Examples

• Extremely fast exam sessions

• Near perfection


• Tells

• 2+/3+ sigma delta from established 

exam normal

• Acoustics

• Motion analysis

Deterrence
Enforcement
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Impersonators - “Stargaters”
• Examples

• Non-sensical geolocations


• Tells

• Able to travel large distances in short 

time spans.

• Able to be in different countries at 

the same time.

Deterrence
Enforcement

2min?



BSI

38

Impersonators - “The wanderers”
• Examples

• “World traveler” student

• “Starbucks” jockeys


• Tells

• Favorite locations outside home or 

school

• Overlap with geolocation time 

stamps of other students in course

Deterrence
Enforcement



“…and find out.” phase
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Enforcing supported facts
• Have a clearly stated policy that you sign  

frequently; perhaps every exam.


• Link the signature to the user via 
behavioral biometrics


• Collect the data over time.


• Take action - other students know. If you 
don’t take action, your investment is 
lost.

The “coolest” analytics are 
worthless unless you have 
actionable facts.


Behavioral biometric 
credentials give you this 1:1 
bond.
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Next…
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Advanced MFA

Physical 
Biometrics

BSI’s 
Behavioral 
Biometrics Signature

Code / Password

Other Techs.

“Inherence” “Knowledge” “Possession” “Ability”

Walking

Veins Retina

Face

Fingerprints

Palmprint DNA

Palm Geometry

Code / Password

UBI Key

DeviceAwareness

Most products and 
solutions meet only one 
of the MFA 
requirements.+

Can be stolen, 
replicated, or shared.

SOLUTION
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Behavioral biometrics
About written / drawn passwords…

•They are not authenticated as “calligraphy”

• It’s not about “pretty” it is all about “can you repeat it”

•Mathematically, nearly impossible to beat.

•Will “trip” a robot trying to replicate.

• Inherently “random”, yet “predictable”

•Easier to memorize (eg. Your signature)

•May require mental clarity / focus

•Don’t require training. Require proficiency.

>BNs : 1 odds to hack…. 
Inherently random
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Behavioral biometrics
About written / drawn passwords…

Example 1 Example 3Example 2

Same “code”, but not the same..
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Behavioral biometrics
About written / drawn passwords…

It’s not about comparing pictures…



46

Behavioral biometrics
About written / drawn passwords…

It’s about how only you can build the picture…

• Random 
• Inherent 
• Ability
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Unique and robust credentials

• Needs no special hardware 
• Has no private identifiable information 
• 192 billion to one link to a human 
• Linked to user’s state of mind 
• All-at-once Advanced MFA 
• Patented

Drawing Pad 
BioSig-ID V4.0

#1 M f a
PRODUCT
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Unique and robust credentials

Drawing Pad 
BioSig-ID V4.0

#1 M f a

FUNCTIONALITY

The “challenge 
screen” is 
presented to the 
user at any time 
validation is 
required in the 
process.


Using a finger, 
mouse or stylus, 
the user writes 
their password.

In one single action, the user meets all 
MFA requirements.


That’s it.

#1 M f a
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Unique and robust credentials

FUNCTIONALITY

A “signature” 
instead of a “pin” 
can also be used 
for different user 
experience.

In one single action, the user meets all 
MFA requirements.


That’s it.
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2023

Secure and privacy 
compliant proctoring for 
remote assessments.
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Use behavioral 
biometric analytics to 
stop student cheating.
Deterrence and enforcement.


