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Agenda

 Forms of cheating

* Cheating and its impact on academia
 How does cheating flourish?

* Regulations and institution liability

* Deterrence and enforcement

» Attribution & behavioral biometrics

* Analytics

* The “find out” phase



Forms of cheating @

Fraud Impersonators

Financial Student Online Paid
AlQ Proxies



What is the magnitude of the

problem? . .,




Financial aid fraud
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Financial aid fraud 1s material @

“It's all about the money”

$120 Billion

Dollars
FA FSN Appropriated Budget
Federal Student Aid 18 Million
Students

Apply Yearly



Financial aid fraud 1s material @

“It's all about the money”

FAFSA@ $6 Billion

Dollar
FederaIStudentAld oliars
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE STOLEN Yearly




Financial aid fraud 1s material @

“It's all about the money” S
$6 Billion
Dollars

FAFSA oo

FederalStudentaid ~ COmMmunity
””””” Colleges
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Impersonators
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Impersonators are a business @

‘It's all about the money”

©CBS
NEWS

$Multi-Billion

Global Industry
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Impersonators are a business @

“It's all about the money”

WALE%'FREET $Ml(:lti-Billion
JOURNAL y



Impersonators are a business @

‘It's all about the money”

$Multi-Billion

Global Industry
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31M students
cheating globally

.
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3.2M students
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What does this mean?

LR
!




TAG - You are “1t”

If you can’'t recognize the "mark” at the table...



Impact of cheating

Beyond the financial impact on society,
academic cheating compromises the
brand of the institution, erodes trust on
degrees conferred, and in the worst cases
allows unqualified graduates to discharge

their duties at the expense of public safety.

STOP
CHEATING!
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How does cheating flourish?

- Weak “ldentity” regulations
- Dark web resources

* YouTube tutorials

- Lone actors

- Organized crime
- AI/ML Crime - BOTS

21



Critical regulations to observe... @

34 CFR §602.17(g)(h)

Correct
Students

Real
Students




Deterrence and enforcement
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Stopping cheating

e Deterrence
* “The juice is not worth the squeeze”
 Enforcement
* “You broke it; you bought it”

* 1:1 Unbreakable identity attribution
* Persistent course validation

- ML real-time behavioral analytics

* Forensic global analytics

* Revised regulations & enforcement
- Enforceable code of ethics

24



Stopping cheating

To stop cheating we must have
strong attribution of action, so that
regulations can be proactively and

retroactively enforced.
ATTRIBUTION

The former prevents the infraction,
the latter deters the intent to cheat.
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“Creating” attribution

e You MUST have a 1:1 unbreakable bond
between the digital data (avatar) and the

real human. The “coolest” analytics are
* You must validate the bond between unenforceable unless you
have unbreakable attribution.
avatar and human frequently and
persistently when testing or educating Behavioral biometric
online.

credentials give you this 1:1
bond.

34 CFR §602.17(g)(h)
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Behavioral analytics
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Stopping BOTS

° E I TimeStamp TimeSincePriorBow  ActionlD  DisplayName  Sessionl|D
Xal I l p es 2022-10-15 15:55:37.627 23 Launch gvnw413tdcsuzxhpglggsSm2
2022-10-1515:57:02.090 000d 00:01:24 6 Create Profile  gvnwd13tdcsuzxhpqglggsbm2

Fake students enrolling for class

* Fake financial aid claims oomed Users and Active sers by Dat
e Tells Stopped Users @Actue Users
* Bursty behavior - '
e Synchronized behavior
* “Flash” agility and speed
» Persistent behavior from multiple
locations )
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Stopping BOTS - 2

 Examples

Fake students enrolling for class
Fake financial aid claims

o Tells

Bursty behavior
Synchronized behavior
“Flash™ agility and speed

Persistent behavior from multiple
locations

W 00 ~J O U, &0 W N -

(%) — W 00 ~ & 0 b W N = O

wm\mesxwwg_a§

(%) - 0 W 00 =~ N W N - O

Id TimeStamp
. 2018-11-13 20:29:39.140

2018-11-13 20:32:36.467
2018-11-13 20:35:06.627
2018-11-13 20:50:04 637
2018-11-13 20:51:17.733
2018-11-13 21:10:11.340
2018-11-13 21:17:03.600
2018-11-13 21:32:47 653
2018-11-13 21:52:14 917
2018-11-13 21:57:09.757
2018-11-13 22:05:31.580
2018-11-13 22:33:26.207
2018-11-13 22:33:55.507
2018-11-13 23:06:34.297
2018-11-13 23:56:10.353
2018-11-13 23.57:44 570
2018-11-14 00:01:57.980
2018-11-14 00:14:059.813
2018-11-14 00:25:57.130
2018-11-14 01:01:15.943
2018-11-14 01:53:16.410
2018-11-14 01:57:25.003
2018-11-14 01:55:47 883

Userld

268511
407004
393588
411803
245310
273546
219933
250106
290143
411925
275190
407402
261125
409127
273722
271029
389184
410316
245545
409042
412034
2395667
234354

Session|D
vwShkea2tzkn3icchnwiefbe
Ofm 2xpoxum3az Shbmfi5zap
kboxgpsidpyghv Sy 5genanhf
Tur3w Théttignzn 1cfmpw34
gJuu lykgrhgnnfqOzrztbki
freia 1pqsOhgjzxzositbsbs
1nd02dvz 1vSdvesSxkgSgdy
wkvenbocbimo lylbwkl01py
ykoydcoudihSxtyliqgdgka2
OisO4ewsi3ndz 14sigztigl
2w03cObdenzw 3d3bnnncx2u
aldaryopbn5cxi 2Afpigtfmy

21 1sc 3thnuffxfhyevfzkf

2w 1y2zyc05mpavnduidh4
kiywaciytdOxgvifivewtic

am 1dbnzhrv 3ybrvhigo 5a5f

w 1swrg 125nzrhtagpajlhmeo
1bnifednsudgkw 1010eexizd
fwe Jlolonmznbgw Ofvuffis

5 1003ujpwhikjhhambtbnkq
ul2bjzy2vegxdwSc5qmsbz
jdOrdsssOotrge S 1wy 3ofmj
23xwxcszkcglq 1pf544knar

Severty Name

BB EEB BB EBBEET=”

detectRobot
detect Robot
detectRobot
detectRobot
detect Robot
detectRobot
detectRobot
detect Robot
detect Robot
detectRobot
detect Robot
detectRobot
detectRobot
detectRobot
detect Robot
detect Robot
detectRobot
detectRobot
detectRobot
detectRobot
detectRobot
detect Robot
detect Robot

Subject

RTEN:1
RTEN:«
RTEN:1
RTEN:1
RTEN:1
RTEN:1
RTEN:1
RTEN:1
RTEN:«
RTEN:1
RTEN:1
RTEN:1
RTEN:1
RTEN:1
RTEN:«
RTEN:«
RTEN:1
RTEN:«
RTEN:1
RTEN:1
RTEN:1
RTEN:«
RTEN:«
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Stopping “lawyers”

 Examples
e “l can’tlogin...”
¢ “My [tech] doesn’t let me...”
* “| have an excuse”
e Jells
* |ncomplete sessions - no tries
* Only one profile attempt
* Look for accommodation w/o trying

e I
| 20220813 20:38:43 603 |
2022-08-13 20:38:53.160

2022-08-13 20:39:03.563
202208-18 17:42:03.657
2022-08-18 17:42:15.653
2022-08-18 17:42:19.847
202208-22 01:27:43.540
2022-08-22 01:27:57 443
20220504 13:58:16.253
20220904 13:58:23.110
20220505 03:38:09.977
20220505 03:38:20.510
20220505 03:38:24 303
2022-05-05 03:38:36.287
20220505 03:38:43.227
20220505 03:38:52.157
2022-05-05 03:38:55.950
20220505 03:38:59.343
20220505 03:39:03.243
20220905 03:39:07.093
20220912 22:32:41 543

000d 00:00:16
000d 00:00:04
005d 21:03:00
000d 00:00:12
000d 00:00:04
004d 07:.45:24
000d 00:00:14
013d 12:30:19
000d 00:00:07
001d 13:35:47
000d 00:00:11
000d 00:00:04
000d 00:00:12
000d 00:00:07
000d 00:00:09
000d 00:00:04
000d 00:00:03
000d 00:00:04
000d 00:00:04
007d 18:53:34

23
7
7
23
-
7
23
-
23
-
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| TimeSincePriorRow  ActionlD  DisplayName

Launch
Validate Profile
Validate Profile
Launch
Validate Profile
Validate Profile
Launch
Validate Profile
Launch
Validate Profile
Launch
Validate Profile
Validate Profile
Validate Profile
Lock Profile
Create Profile
Create Profile
Create Profie
Create Profile
Validate Profile
Launch

SessionlD

ykmitrjogc2 Ttmmjsmarh Oph
ykmitjoqc 2 itmmjsmarh Oph
ykmitjogc 2 tmmjsmarhOph
q5rqacskwnyditiukugifngh
q5rqacskwnyditivkugifngh
qSrqacskwnyditivkugifngh
ecdnpn 1dxadZnkdOezk zbxiu
ecdnpn 1dxad2nkdOezk zbxiu
cpbehygpojh3aud 3ebdonv
cpbehygpojih 3aud Jebdonv
ymwvjqoex 14epp 3btdgnqwdy
ymwvjqoex 14epp 3btdgngqwdy
ymwvijqoex 14epp 3btdgnqwdy
ymwyvijqoex 14epp 3btdgngwdy
ymwviqoex 14epp 3btdgnqwdy
ymwyjqoex 14epp 3btdgngwdy
ymwvijqoex 14epp 3btdgngqwdy
ymwvjqoex 14epp 3btdgngwdy
ymwyvjqoex 14epp 3btdgnqwdy
ymwvjqoex 14epp 3btdgngwdy
xjk Opdw 1wc 4boswvanhpu?2
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Impersonators - Lone wolfs

 Examples
* Relative / sibling / friend
e Jells
 Know ID and password but:
* Visually different
o Different |IP address
 Log in at a-typical times

 Resets the passwords back and
forth

e Ato B
e Bbackto A

: s Context Partner OS / Browser
Soraore i+ e 9o A e

103.255.6.94

2 z 2 1 Islamabad, validate/

6/14/2017 Islamabad - - Canvas LTI g Windows 10
3:08:55 AM 4 | Capita Mouse validate V 6 |Biosig-ID | o ome 58.0.3029

MATH 1328 College

Alegbra Summer : Profile
2017 B1 33802 Sta :9"7?'“"’
ekistan
I Z 22 2 isema
Islamabad .
! valdate/
g 5/14/2017 Islamabad i . Canvas LTI “ - Windows 10
MATH 1828 Collage = 3:35:38 AM 4 | Capita Mouse ;ﬁ’"r‘_'m"' 70 | Bwsig-ID | o me 58.0.3029
Alegbra Summer lemitory, e
201/ Bl 33807 Sta Pakistan
T 2 2.2 2 s,
Islamabad
’ Vahdate/ i
5/14/2017 Islamabad . Canvas LTI - : Windows 10
MATH 1828 College | /14 4 : Mouse  Validate ‘/ 79 | Biosig 1D | .| .
Alegbra Summer 4:00:20 AM %'p':t;r' Profile Chrome 58.0.3029
2017 B1 33802 Sta Pakistan

103.255.6.59

2 2 2 Islamabad, validate/

MATH 1328 College 6/14/2017 5 Islamabad Mouse validate

Canvas LTI x 5 | Biosig-1D Windows 10

alegbra Summer 4:48:19 aM g:zit;r Profile Chrome 58.0.3029
2017 B1 33802 Sta pak'm';"
103.255.€.54
2 2 2 Islamabad, :
validate/
6/14/2017 Islamabad - Canvas LTI . Windows 10
MATH 1826 College | .’ 40'2¢ am 5 Capital Mouse | Validate X 0 | Biosig-ID | oy ome 58.0.3029
Alegbra Summer Territor Profile
2017 B1 33602 Sta Pakistan’
z 2 2 2 103.255.6.549
Islamabad, .
MATH 1528 Colle. 6/14/2017 4 Islamabad " za:ggttﬂe/ Canvas LTI V 7 | Biosia-in | . Windows 10
1828000898 | 4.48:53 am Capital ouse | vaidace A0 BIoSIg-Il chrome 58.0.3029
alegbra Summer Territon Profile
2017 B1 33802 Sta Pakiets ';'

Examples of “users” entering the password in the incorrect sequence

31



Impersonators - Lone wo

 Examples
* Relative / sibling / friend
e Jells
 Know ID and password but:
* Visually different
o Different |IP address
 Log in at a-typical times

 Resets the passwords back and
forth

e Ato B
e Bbackto A

N D D B W N -

-h edh .- WO
N = O

TimeStamp
| 2022-08-02 20:56:40.690 |

2022-08-02 20:56:52.513
20220802 20:57:11.980
20220802 20:57:54.390
20220802 20:57:55.437
20220802 20:58:16.440
2022-08-02 20:58:26.680
202208-02 20:58:26.710
20220802 20:58:47.793
202208-02 20:58:55.493
2022-08-02 20:59:04.310

20220802 20:59:15.320

Time SincePriorRow

000d 00:00:12
000d 00:00:15
000d 00:00:42
000d 00:00:01
000d 00:00:21
000d 00:00:10
000d 00:00:00
000d 00:00:21
000d 00:00:08
000d 00:00:09
000d 00:00:11

Action|D

23

~J

Ifs - 2

DisplayName

Launch

Validate Profile
Validate Profile
Validate Profile

Send Authentication Mail
Verify Auth. Mail
Venfy Auth. Mail

Lock Profile
Create Profile
Create Profile
Create Profile
Validate Profile

SessionlD

vg Xplosoxcems Ttky2agvnk
vg Xplosoxcems 1tky 2agvnk
vg Xplosoxcems Ttky 2agvink
vg Zplosoxcems tky 2agvnk
vg Xplosoxcems Ttky 2agvnk
vg Xplosoxcems Itky 2agvnk
vgXplosoxcems Ttky 2agvnk
vgXplosoxcems 1tky2agvnk
vgXplosoxcems Ttky2agvnk
vg Xplosoxcems Ttky2agvnk
vgXplosoxcems Ttky 2agvnk
vgXplosoxcems Itky 2agvnk

SameSession|D ClientlP

New Session

52.35.50.128
52.35.50.128
52.35.50.128
52.35.50.128
52.35.50.128
52.35.50.128
52.35.50.128
52.35.50.128
92.35.50.128
52.35.50.128
92.35.50.128
52.35.50.128

Attempt Success

Fail
Fail
Fail

Success
Success
Success

Success

32



Impersonators - Cheater farms

 Examples
1 (1223735130 | 126
* Website / Job board posted M TIUEE
3 50.204 218 50 o6
° Te”S 4 15348247250 48
5 33.142146.114 48 |
 Single IP address linked to several S| iy | 4 s e
reset IDs 8 12227168131 23 times by the same user.
_ _ 9  67.79.90.2 20 -
 Multiple IP addresses linked to a 10 9687162249 19 :;\s/eazcsg:;:znu; ‘;ﬁmjg‘stgf

pa—
—h

2023511830 18 attempts from different users or

block of IDs or a single exam

_ :‘; .1233-?;-53;582* 1; different MAC addresses from
* Recurrent non-sensical locations on T mns e the same course, exam....
courses over a period of time N [ wesn |

e
~J

75.147.209.37 14
198.97.37.93 14
204.155.95.83 13
204.155.95.85 12

* Recurrent courses / professors
linked to non-sensical locations and

blocks of IDs

[ S T
0 L OO
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Impersonators - Family members

 Examples
1 [leSiDiN | 1%
* Twins / similar looking siblings 2 50202014 92
3  50.204.21850 56
 Parents or close relatives i_|1Rx | 4
5 38142146114 48
7217 It is not uncommon for an IP
° Te”S 6 00.227.217.134 44 4 _
7 50243257 41 28 address to be used multiple
- times by the same user.
» Same IP address and course ) | DEAm 2
" e It is physically impossible to be
prOgreSS at Odd tlmeS. :? zg‘g;;?f;‘;g :: In two places at the same time
: e OR to “stargate” from one end of
. . . 13 204.155.95.87 16
geographically different locations e Tamin: e seconds...
and / or |P add resses. 15 198.97.37.83 14 It is also highly suspect to be
16 207.181324 14 taking courses and exams
17 7514720937 14 “around the clock™
18 198.9737.93 14
19  204.155.95.83 13
20 204.155.95.85 12

34



Impersonators - Family members - 2

 Examples
o Student grows second head
o Speaking like a ventriloquist
o Tells

* Visual cues of multiple people In
room.

* Drifting eyes to non-sensical locale
* Registrable audio w/o lip motion

MK <« 1 » M

35



Impersonators - Chat GPT / Web

 Examples
 Extremely fast exam sessions
* Near perfection

e TJells

¢ 2+/3+ sigma delta from established
exam normal

* Acoustics
 Motion analysis

Distribution of Variance

34.1%| 34.1%

- 30 — 20 -10 L 10 20 30

U = Expected Value

-1 to |0 = | Standard Deviation (ie: ~2/3 of the time, your results/variance will fall within this range)

-20 to 20 = 2 Standard Deviations (ie: 95% of the time, your results/variance will fall within this range)
-30 to 30 = 3 Standard Deviations (ie: 99.7 of the time, your results/variance will fall within this range)

36



Impersonators - “Stargaters”

 Examples
 Non-sensical geolocations
e Jells
* Able to travel large distances in short

time spans. y .
e Able to be In different countries at :

the same time.

37



Impersonators - “The wanderers”

* Examples |
 “World traveler” student T T
» “Starbucks” jockeys tag -
. Tells
 Favorite locations outside home or
school

* Overlap with geolocation time
stamps of other students in course

Sy
&) o)
Y L
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Enforcing supported facts

 Have a clearly stated policy that you sign
frequently; perhaps every exam.

The “coolest” analytics are
worthless unless you have
actionable facts.

* Link the signature to the user via
behavioral biometrics

e Collect the data over time. Behavioral biometric

» Take action - other students know. If you credentials give you this 1:1

don’t take action, your investment is bond.
lost.

40



Next...




Advanced MFA

“Inherence” “Knowledge” “Possession” “Ability”

) r ~
BSI’s = 7 .
Behavioral gt 1 8 (R
B i om etri CS . Awareness Code / Password Device Signature

| Ny L
P hys I Ca I mm— Can be stolen, Most products and
Face Walking Palmprint replicated, or shared. solutions meet only one

F 1

Biometrics g
T @ Q \/ @) / q |

Ot h e r Te c h S ) Veins Retina  Palm Geometry Fingerprints .
oo @

aLno

mjin
aoLlLo

SOLUTION Code / Password UBI Key 42



Behavioral biometrics

About written / drawn passwords...

* They are not authenticated as “calligraphy”

*It’s not about “pretty” it is all about “can you repeat it”
» Mathematically, nearly impossible to beat.

 Will “trip” a robot trying to replicate.

*Inherently “random”, yet “predictable”

» Easier to memorize (eg. Your signature)

- May require mental clarity / focus

* Don’t require training. Require proficiency.

TDBNZE

>BNs : 1 odds to hack....
Inherently random

43



Behavioral biometrics

About written / drawn passwords...

TDBNZE

Example 1

Same “code”, but not the same..

O BN 2.

Example 3

44



Behavioral biometrics

About written / drawn passwords...

PENZ

It’s not about comparing pictures...

45



Behavioral biometrics

About written / drawn passwords...

 Random
* Inherent

. Ability

It’s about how only you can build the picture...

46



Unique and robust credentials

Needs no special hardware

Has no private identifiable information
192 billion to one link to a human
Linked to user’s state of mind
All-at-once Advanced MFA

Patented

a Drawing Pad N
BioSig-ID V4.0

PRODUCT 47



Unique and robust credentials

Drawing Pad ) The “challenge
BioSig-1D V4.0 screen’ is
g R[S A presented to the
f a user at any time
validation is
NG NG /) required in the
process.

In one single action, the user meets all

_ Using a finger,
MFA requirements.

mouse or stylus,
s the user writes
That’s It. their password.

FUNCTIONALITY

48



Unique and robust credentials

FUNCTIONALITY

a Drawing Pad N
BioName-ID V4.0

In one single action, the user meets all
MFA requirements.

That’s It.

BSl

A “signhature”

instead of a “pin”
can also be used

for different user
experience.

49



. . "9 <
Secure and privacy « _ !

compliant proctoring for
remote assessments.
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Use behavioral
biometric analytics to
stop student cheating.

Deterrence and enforcement. Biometric

Signature
ID
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